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HSPD12 and ICAM Federated Vision
What is HSPD -12? (Federal Driver)
HSPD 12 is a presidential directive requiring all Federal Executive Departments And Agencies to 

implement a government-wide standard for secure and reliable forms of  for employees and 

contractors, for access to Federal facilities and  information systems and designates the  major 

milestones for implementation.  HSPD-12 is a component of a federated Identity, Credential, and 

Access Management (ICAM) framework.
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Key ICAM Service Areas:
Digital Identity
Credentialing
Privilege Management
Authentication
Authorization & Access
Cryptography
Auditing & Reporting

What is ICAM ?  (Business Transformation  of  Processes and Services)
ICAM represents the intersection of digital identities (and associated attributes), credentials, and access 
control into one comprehensive approach.   The following figure illustrates the core components of ICAM. 



Federated ICAM Approach
DOE Supports: 

Federal Standards  (Compliance)
· Fostering effective government-wide identity and access management, 

enabling trust in online transactions through common identity and access 
management policies and approaches, 

· aligning federal agencies around common identity and access management 
practices, 

· reducing the identity and access management burden for individual agencies 
by fostering common interoperable approaches, 

NNSA Supports:

Identity Use ɀPartners & Joint Initiatives (Effectiveness)
· ensuring alignment across all identity and access management activities 

that cross individual agency boundaries , 

· collaborating with external identity management activities through inter -
federation to enhance interoperability . 
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Strategic Goals for ICAM (Leading Change)

Goal 1: Implement HSPD-12 
across the enterprise.

Å Providea common authentication process for accessing 
facilities and information assets.

Å Enhance the security posture of the enterprise.

Å Increase worker productivity.

Goal 2: Integrate all methods 
for accessing physical and 
logical assets.

Å Streamline the processes for managingidentities, 
credentials, rights, and access to facilities and 
information assets.

Å Further enhance the security posture of the enterprise.

Å Increase worker productivity and efficiency of related 
investments and processes.

Goal 3: Enable and further 
the aims of NNSA'scomplex 
transformation.

Å Streamline transactions with business partners.

Å Enhance information sharing across enterprise.

Å Enable and further the aims of NNSA'songoing 
transformational initiatives ( e.g.,Wireless
infrastructure, Information Sharing, IT optimization, 
Cloud computing, PRIDE, Social Networking).
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NNSA HSPD-12 / ICAM Delivery Approach

Short -term
FY10-11

Mid -term
FY12-14

Long -term
FY15-16

Access Integration Efficiency

What Common access to physical 
facilities and logical domains 
using credentials on PIV 
badge

Streamlined  and synchronized 
processes for managing access 
controls. Integration of applications 
into authentication system.

Acrossdomains, Information 
sharing, lean mission and 
business applications and 
processes, self-services

Who All NNSA Federal facilities 
with common DOE 
infrastructure

All NNSA Federal facilities and 
NNSA-specific applications

Federal bridge to other agencies 
facilities and applications

Goals HSPD-12 (Compliance) OMB guidance (compliance), 
Synchronized security services, 
Operational effectiveness and 
efficiency (Lean)

Worker Productivity, Complex 
Transformation (Information 
Sharing, Self-Services, Resource 
Mobility)

Outreach & 
Communica -
tions

Attempts to influence DOE 
to implement HSPD-12 

Provide guidance and expectations to 
the M&O. Migrate Site Offices to DOE 
common infrastructure and upgrade 
as needed

Complex Transformation 
(Information Sharing, Self-
Services, Resource Mobility) 
with Federal MOAs and trusted 
systems, Lean business 
processes



NNSA ICAM Organizational Impact Assessments

Organizational Impacts

· Initiate Logical Access Controls

· Federal and Direct Support

· Sites and Site Offices

· Digital Signatures

· New Workflow Processes
· HR, Acquisitions, CFO, and IG

Deliverables  (2011 ɀ2012)

· Project/Program Management 
Accountability, and Structure

· Communications Plan ***

· Defined NNSA federated 
requirements for a Trust Framework 
of ICAM Services
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ÅSupports Core 
Mission
ÅMaturity of 
Business Processes
ÅAuditing, 
tracking, 
information 
sharing
ÅCompliance with 
OMB
ÅUnique NNSA
Requirements 
understood

ÅOrganizational 
Barriersand 
Resistance
ÅBenefitsmay be 
realized later in 
lifecycle



Production 
& Credential 

Services

Access 
Control

Policy 
Compliance

Alerts and 
Analysis ɀ
Audit & 

Reporting

NNSA ICAM Measurable Benefits

Holistic Approach
Task and Forms 

Management

Time to 
Productivity

Retention

On boarding and 
Separation

Acquisition 
Strategy

ɆExtract gains from standardization

Controls

Ɇ46%reduction in successfulunclassified 
internet intrusions (DOD)

Digital 
Signature

ɆWorkflow Productivity
ɆProcurement 

ɆGeneral Counsel

Security Posture

Business Efficiencies

ɆCOOP

ɆFirst Responders

ɆDHS/FEMA 

Emergency 
Operations

ɆLogistics, PIV Enabled 
Assets

ɆDOD Interoperability
OST

Interoperability with Partners



Pamela J. Wise-Martinez, CGEIT
Chief Enterprise Architect
Strategic Planning and Investments
DOE/ National Nuclear Security Administration
1000 Independence Ave. SW
1E-002
Washington, DC 20585
Pamela.Wise -Martinez@nnsa.doe.gov
O 202-586-3477
C 240-654-7876


